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Executive Summary: Al-accelerated disinformation poses a distinct and under-addressed
threat to U.S. national security during periods of crisis. When a hurricane strikes, a conflict
arises, or a public health emergency unfolds, the speed and scale at which Al-generated
disinformation can spread directly undermines emergency response coordination, public
compliance with safety directives, and the operational integrity of agencies tasked with crisis
response. Additionally, while federal attention to disinformation has grown in recent years,
policy efforts remain largely focused on disinformation’s impacts on elections and political
processes (Alvisi et al. 2024), leaving a critical gap in how the government prepares for and
responds to Al-accelerated disinformation during crisis scenarios. This memo identifies the
mechanisms by which Al accelerates the spread of disinformation during crises, documents
cases of measurable harm, identifies gaps in the current policy landscape, and proposes three
federal interventions: (1) requiring DHS to incorporate Al disinformation threat assessments
into national crisis preparedness planning; (2) directing the FCC and FEMA to establish a
trusted source verification protocol and coordinate with major social media platforms; and
(3) investing in Al-powered detection tools for state and local emergency managers through
DARPA and DHS Science and Technology Directorate grants.

I. Introduction

Disinformation, defined as false or misleading
content deliberately created and disseminated with
the intent to deceive (Stepney and Lally 2024), is not
a new threat to national security. Governments,
militaries, and non-state actors alike have used
propaganda and manufactured narratives as tools
for disruption for centuries (AHA 2024). What has
changed, however, is the speed, scale, and

accessibility of generating disinformation. Advances
in Artificial Intelligence (AI) have compressed the
timeline for the production and dissemination of
disinformation from days to minutes and have
dramatically lowered the technical barrier for
creating convincing synthetic media (Lyu 2025). By
reducing the hurdles traditionally involved with
generating convincing false narratives, Al allows
malicious actors to quickly flood the information
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space—a capability that becomes
devastating during an active emergency.

uniquely

Crisis periods are uniquely vulnerable to the
dynamics of Al-enabled disinformation. During
crises, the public is simultaneously most dependent
on accurate information and most susceptible to
false information (Posard et al. 2024). Cognitive load
is high, and the emotions that crises reliably
produce—such as fear, uncertainty, and
anger—make emotional appeals more persuasive
than fact-based corrections and have been shown to
drive the impulsive information sharing behavior
that amplifies disinformation's reach (Munusamy et
al. 2024). At the same time, the normal verification
channels that might otherwise check false
content—journalists, public officials, and trusted
institutions—are overwhelmed or operating under
degraded conditions.

Disinformation exploits each of these vulnerabilities
at the time when they are most acute; during times
of crisis, falsehoods tend to travel further and faster
than corrections, and official responses struggle to
keep pace (Stover 2025). The problem is worsened
by the "liar's dividend": once people know that
realistic synthetic content exists, they become more
willing to dismiss inconvenient real evidence as
fabricated (Stover 2025). As recent events
demonstrate, this dynamic translates into tangible
consequences: it leads citizens to distrust medical
institutions and ingest toxic treatments, forces
emergency personnel to divert resources to chase
fabricated disaster reports, and allows foreign
adversaries to flood wartime environments with
millions of manufactured interactions.

The threat of Al-accelerated disinformation
paralyzing emergency response efforts and causing
physical harm is no longer theoretical. Three recent
case studies illustrate the specific mechanisms
through which Al-accelerated disinformation has
degraded crisis response.

II. Case studies in disinformation

L. Public health crises and the COVID-19 pandemic

During the COVID-19 pandemic, foreign state actors
deliberately spread disinformation to undermine U.S.
and allied public health responses. The Russian
Federation and the Chinese Communist Party used

the pandemic to engage in information warfare,
spread divisive content, advance conspiracy theories,
and promote public health propaganda that
undermined U.S. and European efforts to fight the
pandemic (Rebegea 2021). Russian and Chinese
sources deliberately cultivated distrust toward the
CDC, FDA, and other U.S. medical and governing
institutions (Matthews, Migacheva & Brown 2021).
These disinformation campaigns perpetuated beliefs
that led to vaccine avoidance, mask refusal, and the
use of medications with insignificant scientific data,
ultimately contributing to increased morbidity
(Caceres 2022). Among the most concrete
documented harms, false claims about bleach and
alcohol-based treatments for COVID-19 circulating
online led to approximately 800 deaths, 5,876
hospitalizations, and 60 cases of complete blindness
globally after individuals drank methanol as a cure
for coronavirus (Islam et al. 2020). While these
early-pandemic efforts relied on human-driven "troll
farms" and relatively crude algorithms, they
established a baseline for the lethality of public
health disinformation. Ultimately, the COVID-19
pandemic demonstrates that when adversaries
successfully erode public trust in medical
institutions through disinformation, the resulting
uncertainty can translate directly into loss of life: a
dynamic that Al now threatens to execute at an
unprecedented speed and scale.

ii. Natural disasters and the 2023 Maui wildfires

In the days following the Maui wildfires in August
2023, the deadliest U.S. wildfire in over a century,
social media platforms were flooded with
Al-generated falsehoods regarding the cause and
impact of the wildfires, including fabricated images
of directed energy weapons and conspiracy theories
alleging a deliberate government land-grab (Sanger
& Myers 2023). Researchers noted the role of Al in
enabling state-backed actors to generate vast
volumes of content, saturate multiple social media
platforms simultaneously, and cross traditional
language barriers (Sanger & Myers 2023). The
operational = consequences were immediate:
emergency agencies reported that fabricated reports
consumed investigators' time and amplified public
fear and anger, slowing relief efforts and
complicating crisis management (Bueno 2023). As
RAND researchers concluded, crises  are
opportunities for adversaries to fracture the national
unity that disasters typically produce, and creating
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discord among the American public is a strategic
objective for many state actors (Posard, Jensen &
Marek 2024). This case illustrates that during
natural disasters, Al-generated disinformation has
acted as a significant operational bottleneck,
draining first responder resources and amplifying
public fear and uncertainty.

iii. Armed conflict and the 2026 US-Iran conflict
Wartime environments have also proven especially
susceptible to disinformation designed to
manufacture panic or undermine authority. The
US-Iran conflict, which escalated in early 2026, has
produced the most documented cases of Al-enabled
wartime disinformation to date. Cheap and easy
access to Al video generation technologies facilitated
the flooding of social media with Al-fabricated
deepfake videos since the start of the conflict,
making it increasingly difficult for the American
public to identify reliable information (Smith 2026).
Forensic analysis by the security firm Cyabra found
that Iran deployed tens of thousands of fake
accounts synchronized to disseminate Al-generated
deepfakes, achieving over 145 million views and
more than nine million interactions across social
media platforms within a matter of days (Baruchin
2026). The strategic effect of this campaign was to
visibly stoke popular anger and unease about the
conflict within the United States. By laundering
Al-generated content through real, prominent
Western influencers and flooding TikTok with
fabricated strike footage, researchers noted that Iran
successfully exploited global opposition to the
US-Israel military campaign and created deep
societal discord domestically (Myers et al. 2026).
Ultimately, this case illustrates how foreign
adversaries can now leverage Al not just to confuse
the battlefield, but to directly penetrate and
destabilize the American domestic information space
during times of war.

Taken together, these cases reveal a consistent and
escalating pattern with serious national security
implications. The Al-accelerated spread of
disinformation during crises has impaired public
health adherence, diverted first responder resources,
and provided foreign adversaries with a scalable,
low-cost instrument for amplifying domestic chaos
at moments of maximum national vulnerability. Each
of these effects degrades the government's capacity
to protect the public. Despite this, current federal

policy does not treat crisis-period disinformation as
a distinct threat requiring dedicated preparedness
and response frameworks, nor does it address
disinformation as a potential threat vector in crisis
response planning. This memo argues that this gap is
both dangerous and addressable and that targeted
federal intervention can substantially reduce the
national security risk posed by Al-accelerated
disinformation during times of crisis.

IIL. Current policy landscape and gaps

The federal government’s current approach to
disinformation is fragmented across multiple
agencies with overlapping but uncoordinated
mandates, a finding that has been reported by both
the Office of Inspector General (OIG) and the
Congressional Research Service (CRS) (Cuffari 2022;
CRS 2023). The Department of Homeland Security’s
Cybersecurity and Infrastructure Security Agency
(CISA) maintains a limited role in monitoring and
coordinating  responses  to  election-related
disinformation threats. The Department of State’s
Global Engagement Center (now closed) focused on
countering foreign propaganda and disinformation
operations, which included Al-generated content,
though addressing Al content was not explicitly
mandated. The Federal Bureau of Investigation (FBI)
is also responsible for investigating foreign influence
operations targeting U.S. public discourse and
democratic institutions, including disinformation
campaigns. The National Science Foundation (NSF)
and the Defense Advanced Research Projects Agency
(DARPA) fund academic research on Al
disinformation detection technologies. No single
agency owns responsibility for detecting, preventing,
or countering disinformation. Coordination across
agencies remains limited, and no overarching
framework exists to align these actors during an
emergency.

While coordination across agencies is limited, the
gaps in addressing disinformation extends to within
agencies as well. The OIG has found that even within
DHS, divisions independently monitor and respond
to disinformation without coordinating with one
another. This fragmentation left external partners,
including officials at the Office of the Director of
National Intelligence (ODNI), uncertain about which
division was responsible for leading
counter-disinformation efforts (Cuffari 2022). This is
a coordination failure that leaves the government
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poorly positioned to respond when disinformation
spreads during an active crisis, as the case studies
previously illustrate. Federal counter-disinformation
efforts have historically centered on electoral
integrity, with DHS’s early coordination mechanisms
predominantly focused on election infrastructure
before expanding to other critical infrastructure
sectors, such as public health and energy (Cuffari
2022). Further exacerbating this issue, agencies lack
enforceable authority over social media platforms,
relying instead on voluntary cooperation (Cuffari
2024). This is a structural limitation that the OIG
flagged as undermining DHS'’s overall disinformation
mission.

These issues produce several gaps. First, there is no
requirement to include disinformation as part of
crisis preparedness planning; the Federal Emergency
Management Agency (FEMA)'s preparedness
frameworks address physical threats, supply chain
disruption, and communications infrastructure, but
do not account for how disinformation could
degrade crisis response. Second, there are no
pre-established protocols for government-platform
coordination during declared emergencies, meaning
that when disinformation crises do emerge, agencies
must negotiate with social media platforms under
extreme time pressure. Third, state and local
emergency managers, who remain at the core of
crisis response in most scenarios, lack dedicated
tools or funding to monitor, identify, or counter
Al-generated disinformation in real time.

Legal protections present additional constraints. The
First ~Amendment substantially limits the
government’s ability to mandate content removal,
even in emergency conditions. Section 230 of the
Communications Decency Act (47 US.C. § 230)
provides platforms broad immunity from liability for
third-party content. Surveillance and monitoring
authorities are constrained by the Fourth
Amendment and relevant statutory frameworks,
such as the Privacy Act (5 U.S.C. § 552a), which limits
government collection and sharing of personally
identifiable information including social media data.
Any effective federal response must work within
these constraints.

IV. Policy recommendations

i. Require DHS to integrate Al disinformation threat
assessments into national crisis preparedness

planning
Congress should direct the Department of Homeland
Security, through its National Preparedness

Directorate and in coordination with FEMA, to
incorporate a standardized Al disinformation threat
assessment into the National Preparedness Goal and
associated preparedness frameworks including
FEMA's National Response Framework. Specifically,
DHS should be required to:

e Identify, for each of the 16 critical
infrastructure sectors defined by CISA (CISA
2022)—which importantly include
Healthcare and Public Health, Emergency
Services, and Communications—the specific
disinformation threats most likely to degrade
public safety and emergency response during
a sector-specific crisis (e.g., false dam failure
warnings during flooding or fabricated grid
status reports during a cyberattack on the
energy sector).

e Develop scenario-specific disinformation risk
profiles for foreseeable national emergency
scenarios, updated on a yearly basis, that
model the likely spread, content, and impact
of Al-generated disinformation given the
information environment characteristics of
each scenario.

e Require operational  integration by
mandating each sector-specific emergency
response plan to incorporate the relevant
disinformation risk profile and designate a
responsible entity for information integrity
monitoring and rapid-correction
coordination during a declared emergency.

e The intelligence community’s existing
foreign influence monitoring capabilities
should be integrated into the DHS
preparedness assessment framework to
ensure planning reflects the threat posed by

coordinated state-backed disinformation
campaigns, not just domestic
mis/disinformation.

This recommendation addresses the most significant
gap in the current policy landscape: the absence of a
systematic effort to anticipate and model how
disinformation will behave during specific crisis
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scenarios and to integrate it into emergency
planning. Existing preparedness frameworks are
sophisticated in modeling physical and logistical
issues; applying that same preparedness to the
information environment is a necessary extension.

The primary implementation challenge is
interagency coordination. Disinformation threat
modeling will require sustained collaboration
between DHS, the intelligence community, CISA, and
sector-specific regulatory agencies. Congress should
provide dedicated funding for a standing interagency
working group, housed within DHS, responsible for
maintaining and updating these assessments.
Another challenge is ensuring assessments remain
up-to-date and well-integrated: the annual update
requirement and direct integration into FEMA’s
preparedness planning are designed to address this.

ii. Establish a crisis-time trusted public source
verification protocol

Congress should authorize the FCC’s Council on
National Security, in coordination with FEMA's
Integrated Public Alert & Warning System (IPAWS)
Office, to establish a technical framework and series
of private-public partnerships for the authentication
and prioritization of emergency communications.
This framework and the response protocol it details
should only be activated in the case of a declared
emergency under the Stafford Act or the National
Emergencies Act. To ensure that emergency
communications are not drowned out by
Al-generated noise, this framework should:

e Require all federal, state, and critical
infrastructure emergency communications to
be cryptographically signed usingopen
provenance standards (such as C2PA). This
creates an immutable "digital watermark"
that verifies the content was truly issued by a
government authority.

e Direct the FCC to negotiate Memorandums of
Understanding (MOUs) with major social
media and communication platforms to
establish automated recognition and visually
recognizable badging for any content
carrying the official emergency digital
signature, as well as technical protocols to
ensure these verified alerts are prioritized in
user feeds and notifications within an
affected geographic area, ensuring
instructions remain accessible even during

the high-volume information saturation that
Al-enabled disinformation campaigns can
generate.

e These agreements must include an automatic
sunset of all emergency measures upon the
termination of the emergency declaration,
followed by a public report documenting the
technical performance of the protocol and
the reach of the verified alerts.

During an active emergency, neither the government
nor platforms have the capacity to build
coordination from scratch. By establishing these
technical standards in advance, this
recommendation ensures that emergency-period
communication is fast, legally grounded, and bound
by predetermined agreed-upon constraints. This
structure substantially reduces First Amendment
risk. By focusing on authenticating and amplifying
the government's voice rather than flagging or
removing third-party speech, it sidesteps legal
precedents such as the March 2026 Missouri v. Biden
case that ruled even attempts by the government to
indirectly induce platforms to control speech as
unconstitutional  (Missouri v. Biden 2026).
Ultimately, this protocol ensures that life-saving
directives are structurally prioritized without
requiring the government to act as the arbiter of
truth and encountering First Amendment challenges.

There are two primary implementation challenges to
this proposal. The first is managing the risk of official
misuse. Because this protocol amplifies the
government's voice, there is a risk that polarized or
misinformed political actors could use the
authenticated channels to spread false information
during a crisis. To mitigate this, the protocol’s digital
signature authority should be restricted strictly to
emergency management agencies and public health
directorates outlined in the National Response
Framework, rather than elected officials directly.

The second challenge is platform participation. A
voluntary MOU cannot compel platforms to
prioritize content, and they may resist such an
arrangement due to conflicts with
engagement-driven profit incentives. Therefore,
Congress should mandate participation by enacting
temporary, emergency-specific modifications to the
Communications Act of 1934,
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While such a congressional mandate has the
potential to raise First Amendment scrutiny, it is
legally distinct from the government censorship
struck down in the previously examined Missouri v.
Biden case. Missouri v. Biden restricted the
government from coercing platforms into removing
or suppressing third-party speech. Conversely, a
mandate under this protocol does not restrict user
speech; it is a temporary, content-neutral provision
triggered only by a formally declared national
emergency.

iii. Fund Al-powered disinformation detection tools for
state and local emergency managers

Congress should direct DARPA and the DHS Science
and Technology Directorate to jointly fund the
development and deployment of Al-powered
disinformation monitoring and detection tools
specifically designed for use by state and local
emergency management agencies. Importantly,
recognizing the current unreliability of tools to
detect Al-generated content, this investment should
focus strictly on network-level algorithmic
monitoring: using Al to track anomalous, bot-like
amplification or sudden spikes in dangerous
narratives, rather than attempting to forensically
authenticate  individual pieces of content.
Additionally, even if forensic detection tools are not
perfect today, advancing this kind of federally funded
research program is necessary to remain competitive
in the rapid arms race between detecting
Al-generated content and the capabilities of
adversaries to produce increasingly undetectable
synthetic propaganda.

This investment should include:

e A dedicated grant program enabling state
and local emergency management agencies
to build the internal capacity to utilize these
DHS-developed tools. Funds would cover
initiatives such as the costs of API access
fees, hiring dedicated
information-environment  analysts, and
integrating the dashboard into existing 911
dispatch and emergency operations centers.

e The development of an open-source
monitoring dashboard maintained and
updated by DHS S&T, that state and local
agencies can deploy without ongoing
licensing costs or vendor dependence. The
dashboard would utilize machine learning to

map social media networks in real-time,
alerting local managers to sudden,
coordinated spikes in emergency-related
keywords or fabricated claims

e Mandatory training integration, requiring
any jurisdiction receiving preparedness
funding through FEMA's Homeland Security
Grant Program to incorporate Al
disinformation awareness and tool use into
emergency management training exercises.

State and local emergency managers are the
operational core of crisis response in the U.S., yet
they currently have no dedicated tools or funding to
monitor or respond to Al-generated disinformation
in real time. This means that the stakeholders most
responsible for communicating with the public
during crises are the least equipped to detect when
that information environment is being actively
attacked. Federally funded tools address this gap
directly, without creating the legal and political
complications of platform mandates or federal
content monitoring.

The primary implementation challenge is ensuring
tools are accessible and usable by agencies with
limited technical capacity. Grant conditions should
include usability requirements, and DHS S&T should
be directed to partner with emergency management
associations during tool design and testing.

V. Implementation Challenges

three
explicit

across  all
warrant

Several  challenges cut
recommendations and
acknowledgment.

1) First Amendment constraints. As explored
previously, attempts to regulate
disinformation frequently run into First
Amendment challenges. To this end, none of
these recommendations require
government-directed content removal, and
all are designed to operate through voluntary
frameworks, detection tools, and
pre-negotiated agreements that preserve
platform discretion and avoid censorship of
user speech.

2) Scope creep pertaining to “crisis” status.
Emergency powers have a well-documented
tendency to expand beyond their original
scope. This memo intentionally ties the
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trusted source platform prioritization in
Recommendation 2 to formally declared
emergencies under existing statutory
authority (the Stafford Act and the National
Emergencies Act), providing a legally defined
and independently verifiable trigger that
limits scope creep. While Recommendations
1 and 3 require standing preparedness
efforts, they are strictly constrained to
monitoring capabilities and risk modeling,
rather than active public intervention or an
“emergency power”.

3) Political sustainability. Any federal action in
countering disinformation is politically

contentious in the current environment.
Recent initiatives, such as the DHS
Disinformation Governance Board and

academic partnerships like the Stanford
Internet Observatory, faced intense backlash
and eventual defunding over accusations that
they functioned as partisan censors targeting
constitutionally-protected political speech.
These proposed recommendations are
specifically designed to survive such political
challenges that may arise in the future.
Rather than creating a standalone "truth
agency" tasked with moderating speech,
these recommendations integrate
disinformation awareness directly into the
existing, politically neutral frameworks of
emergency management and infrastructure

VI. Conclusions

Al-accelerated  disinformation = during  crises
represents an emerging and inadequately addressed
national security threat. The cases reviewed in this
memo demonstrate that this threat is beyond a
hypothetical today: false information spread at
Al-enabled speed has degraded public health
responses, complicated disaster recovery, and
provided foreign adversaries such as Iran with
low-cost tools to amplify domestic instability.
Current federal policy does not treat crisis-period
disinformation as a distinct threat requiring
dedicated preparedness and response mechanisms.
The three recommendations advanced in this
memo—integration of disinformation planning in
national response framework, establishment of a
trusted source verification protocol, and detection
tool investment for state and local emergency
managers—are designed to address this gap in a
legally grounded, realistic, and politically sustainable
manner.

protection.
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